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Councillors A J Spencer (Vice-Chairman), P E Coupland, A P Maughan, R B Parker, 
P A Skinner and A N Stokes 
 
Also in attendance: Mr P D Finch (Independent Added Person)  
 
Officers in attendance:- 
 
Rachel Abbott (Audit Team Leader), John Cornett (External Auditor, KPMG), David 
Forbes (County Finance Officer), Claire Machej (Head of Finance (Corporate)), Mike 
Norman (External Auditor, KPMG), Simon Oliver (Chief Technology Officer), Lucy 
Pledge (Audit and Risk Manager), Dave Simpson (Technical and Development 
Finance Manager), Richard Wills (Executive Director, Environment and Economy) 
and Rachel Wilson (Democratic Services Officer) 
 
16     APOLOGIES FOR ABSENCE 

 
There were no apologies for absence. 
 
17     DECLARATIONS OF MEMBERS' INTEREST 

 
There were no declarations of interest at this point in the meeting. 
 
18     MINUTES OF THE MEETING HELD ON 24 JULY 2017 

 
RESOLVED 
 
 That the minutes of the meeting held on 24 July 2017 be signed by the 
 Chairman as a correct record. 
 
19     INTERNAL AUDIT PROGRESS REPORT 

 
Consideration was given to the Internal Audit progress report which provided details 
of the audit work during the period 12 June to 31 August 2017.  During this time, 13 
final reports were issued including two school final reports.  Of these completed 
audits two received limited assurance (Accounts Payable and VAT) and the service 
area representatives would be attending this meeting to give updates on the action 
plans. 
 
It was also reported that three consultancy reports had been issued including 
inclusion in Children's Services and early consultancy in relation to Heritage 
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Services.  There were also seven reports at a draft stage as well as several audits in 
progress. 
 
Work was still underway on the 2016/17 payroll report, and whilst this was being 
prioritised, the final report was expected at the November meeting of this Committee. 
 
Members were provided with the opportunity to ask questions to the officers present 
in relation to the information contained within the report and some of the points raised 
during discussion included the following: 

 Disappointment was expressed at the lack of awareness for VAT matters in 
the wider Council and that recently penalties were being applied.  Members 
were advised that the authority used to have an exemplary relationship with 
HMRC, but since the implementation of Agresso a number of voluntary 
disclosures had been made.  However, the amount of penalties had been 
mitigated down to just over £12,000 from £30,000 due to the hard work of the 
VAT Officer by giving reasons of why the errors occurred and the systems 
being put in place for the future. 

 It was noted that the main disclosure resulting in a potential penalty had VAT 
on the purchase of some buses.  It was not a deliberate error. 

 There was also disappointment that the management response had been 
delayed due to annual leave. 

 Concerns were raised that work on the partial exemption calculations had not 
been completed since April 2015.  It was acknowledged that there had been a 
capacity issue as the priority had been elsewhere due to the Agresso 
implementation.  However, an additional temporary resource was joining the 
team, and there was confidence that this would deal with the issue and not 
have any material effect on the accounts. 

 In terms of Accounts Payable, it was noted that the authority had three years 
to reclaim VAT, and at April 2018 the three years would have expired.  There 
had been an issue with not being able to extract the information from Agresso 
relating to VAT recovery on mileage claims, but there was now a new 
programme which had been developed and should be in place by October 
2017.  The only issue which would remain would be how to claim the 
retrospective VAT back.  Officers were currently working with HMRC to agree 
an acceptable methodology.  

 Officers had been working hard to put right all the issues with VAT. 

 It was clarified that the sampling which took place only covered 2016/17, even 
though problems had been identified since 2015. It had been determined that 
the sampling undertaken had been adequate to prove that issues existed.  
Looking at the data for 2015/16 would only provide more evidence of the 
problems.  Officers knew what the issues were and were working to resolve 
them. 

 It was queried whether the recommendations from the two limited assurance 
reports had been accepted by management and if so, whether they would be 
actioned in accordance with the set timescales.  Members were advised that 
all recommendations had been accepted, however, none of the agreed 
completion dates had been reached at the time the report was written. 
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 The actions for the accounts issues were due to be completed by the end of 
September, and they were scheduled to be completed by that date. 

 One of the biggest issues was around duplicate payment of invoices, new 
programmes were being put in place which would be able to identify and block 
duplicate payments before they were processed. 

 It was queried whether committee members could be given assurance that this 
would not be an ongoing issue.  Members were advised that the authority was 
not able to control the actions of suppliers and the way that they categorised 
invoices, but the controls which the Council had in place were as good as they 
could be. 

 Members were advised that these issues had been ongoing since April 2015.  
It was noted that if there was an issue of duplicate payments with regular 
suppliers, then the payment could easily be recovered. 

 It was queried whether there was too much reliance on automated systems 
and what manual controls were in place. 

 It was hoped that the Council would keep within its credit terms.  Members 
were advised that currently, 90% of invoices were paid on time, and that there 
generally legitimate reason for the remaining figure, such as amounts needing 
to be changed. 

 It was queried how the issue of duplicate payments was first detected, and it 
was reported that it was combination of being detected by Serco as well as 
budget monitoring and a result of audit work.  It was considered that invoice 
payments were now monitored better than when they were carried out by 
Mouchel as more sophisticated systems had been introduced. 

 The overpayments totalled approximately £2.8m and so far £2.5m had been 
recovered, with £314,000 still to be recovered. 

 Additional staff costs incurred through these issues were being recharged to 
Serco, currently, this was between £11,000 - £12,000. 

 Members were satisfied that work was proceeding in the right direction to 
resolve issue, and the Committee would keep a watching brief on this. 

 
RESOLVED 
 
 That the outcomes of Internal Audit's work be noted. 
 
20     APPROVAL OF THE COUNCIL'S ANNUAL GOVERNANCE STATEMENT 

2016/17 
 

Consideration was given to a report which provided the Committee with an 
opportunity to consider and approve the Annual Governance Statement (AGS) 2017.  
It was reported that the Council was required to reflect on how well the Council's 
governance framework had operated during the year and identify any governance 
issues that needed to be drawn to the attention of Lincolnshire's residents. 
 
It was reported that the Committee had considered the draft Annual Governance 
Statement on 24 July 2017, and the final version was now being brought for approval.  
Key changes had been highlighted within the report. 
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Members were advised that good governance underpinned everything that the 
Council did and how services were delivered often came under close scrutiny.  A 
'good' Annual Governance Statement was an open and honest self-assessment of 
how well the Council had run its business across all activities with a clear statement 
of the actions being taken or required to address any areas of concern. 
 
It was commented that it was a very readable document from a member of the 
public's point of view.  It was also noted that members thought the document flowed 
well and got across a lot of information. 
 
RESOLVED 
 

1. That the Committee agree that the Annual Governance Statement accurately 
reflects how the Council was run 

2. That the Committee agreed that the Statement included the significant 
governance issues/key risks that would be expected to be published 

3. That the Committee approves the Statement and recommends it for adoption 
by the Council. 
 

 
21     EXTERNAL AUDITS ISA 260 REPORT TO THOSE CHARGED WITH 

GOVERNANCE ON LINCOLNSHIRE COUNTY COUNCIL'S STATEMENT 
OF ACCOUNTS AND LINCOLNSHIRE COUNTY COUNCIL PENSION 
FUND ACCOUNTS FOR 2016/17 
 

It was reported that the Statement of Accounts for Lincolnshire County Council and 
for Lincolnshire County Council Pension Fund for the financial year 2016/17 had 
been completed and independently audited. 
 
The Committee were provided with the opportunity to consider a report which sets 
out the external Auditors findings in their ISA 260 report to Those Charges with 
Governance for the County Council's and Pension Fund Accounts.  Members were 
guided through the report and were advised that it was anticipated that the external 
Auditors would issue an unqualified audit opinion on the authority's financial 
statements. 
 
It was noted that there was element of work still outstanding which related to a loan 
with RBS, which could delay the issuing of the audit opinion, but KPMG were working 
with the finance team to resolve this.  It was hopeful that the issue would be resolved 
by the end of the week. 
 
The Council's external Auditors thanked Claire Machej and her team for delivering all 
the information which was required, and it was also noted that it was of a higher 
standard to the previous year. 
 
Members of the Committee were provided with the opportunity to ask questions to 
the officers present in relation to the information contained within the report and some 
of the points raised during discussion included the following: 
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 In relation to the Audit fees, it was noted that there would be an additional fee 
that needed to be charged, but that figure was still to be agreed with officers 
and was subject to sign off by the PSAA. 

 Members thanked the Finance Team for all their hard work in preparing the 
accounts.  It was noted that officers were confident that the deadlines for the 
following year's accounts would be met, but it was acknowledged that the 
deadlines were tight.  It was noted that an action plan was being developed 
which would address these issues for the following year. 

 It was also confirmed that achieving the new deadlines would also be a 
struggle for the external auditors, and they would need to look at the way the 
audit was resourced, but they would be working with the finance team. 

 It was noted that a lot of the information requested by the external auditors 
was from third parties. 

 It was noted that a key change could be around the timing of the Audit 
Committee meeting, and moving towards the end of July 2018 would be ideal.  
It was noted that this meeting would be rescheduled if necessary. 

 In relation to the non-audit work fee: Review of Agresso ERP Project 
Management, it was reported that this related to work which was undertaken 
at the request of officers and was the piece of work carried out to review the 
whole process of the procurement of the Serco contract and Agresso 
Implementation. 

 It was confirmed that that completion of recommendations would be reported a 
future meeting, however, it was noted that this may be the equivalent meeting 
in the following year. 

RESOLVED 
 

1. That the External Auditors Report to Those Charged with Governance (ISA 
260) for Lincolnshire County Council and the Pension Fund be received. 

2. That the Letter of Representation on behalf of the Council to enable the Audit 
Opinion to be issued be approved. 

 
22     STATEMENT OF ACCOUNTS FOR LINCOLNSHIRE COUNTY COUNCIL 

FOR THE YEAR ENDED 31 MARCH 2017 
 

Consideration was given to a report which presented the final Statement of Accounts 
for Lincolnshire County Council for the financial year 2016/17 for approval. 
 
Members were advised that there had been no major changes to the accounts since 
the draft statement was presented at the meeting on 24 July 2017. 
 
RESOLVED 
 
 That the Audit Committee approve the Statement of Accounts for 2016/17. 
 
23     WORK PLAN 

 
Consideration was given to a report which provided the Committee which information 
on the core assurance activities currently scheduled for the 2017/18 work plan. 
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RESOLVED 
 
 That the Audit Committee work Plan, as presented, be approved. 
 
24     CONSIDERATION OF EXEMPT INFORMATION 

 
RESOLVED 
 
 That in accordance with section 100(A) (4) of the Local Government Act 1972, 
 the public and press be excluded from the meeting for the following items 
 (Minute numbers 25 and 26) of business on the grounds that if they were 
 present there could be a disclosure of exempt information as defined in 
 paragraph 3 of Part 1 of Schedule 12A of the Local Government Act 1972, as 
 amended. 
 
25     IMT ASSURANCE 

 
Consideration was given to a report which was requested at the January 2017 
meeting of the Audit Committee to provide further assurance for the Information 
Management and Technology (IMT) service. 
 
Following discussion of the report, the recommendations, were approved. 
 
RESOLVED 
 
 That the recommendation in the exempt report be agreed. 
 
26     FRAUD RISK REGISTER 

 
Consideration was given to a report which provided the Committee with information 
on the update of Lincolnshire County Council's Fraud Risk register.   
 
The Committee discussed the report and officers responded to a number of queries. 
 
RESOLVED 
 
 That the effectiveness of the Council's arrangements to manage fraud risks be 
  noted. 
 
27     STRATEGIC RISK REGISTER PROGRESS REPORT 

 
This report was circulated for information only. 
 
28     CIPFA AUDIT COMMITTEE UPDATE - ISSUE 23 

 
This report was circulated for information only. 
 
 
The meeting closed at 4.30 pm 

Page 10



 

 
Regulatory and Other Committee 

 

Open Report on behalf of Debbie Barnes- Executive Director, Children's 
Services  

 

Report to: Audit Committee 

Date: 27 November 2017 

Subject: Payroll Update  

Decision Reference:   Key decision? No   

Summary:  

To provide the Audit committee with an up-to-date briefing on the payroll 
position and the steps being taken to address any risk of an inaccurate payroll 

 
 

Recommendation(s): 

The Audit Committee notes the contents of this report 
 

 
Background 
 
The Audit Committee requested regular updates on the progress of the Agresso 
projects 
 
Current Position 
 
There are three significant strategic projects that will address the risks associated 
with processes, people and Agresso system payroll issues. These all demand 
Serco "project" and "business as usual" resources. The Council have directed 
Serco on the areas of highest priority based on the assessment of strategic risk to 
the Council. This risk arises from the inadequate Agresso system build and 
implementation in April 2015. 
 
An explanation of these projects, an update on progress and the governance 
arrangements is set out below. 
 
Agresso Upgrade 
 
This has been given the highest priority as it will ensure the Agresso system is 
updated effectively and is able to continue to be supported/maintained by Unit 4.  
The Upgrade is a lift and shift onto a new version with minimal improvements. This 
means that the payroll elements will have the essential updates for year-end 
processing 2017/2018 and that the budget changes (e.g. tax and NI uplifts) are in 
place ready for the new financial year. This is essential upgrade work which will 
impact on the ability to deliver payroll accuracy and maintain effective controls. 
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The challenges associated with this upgrade are significant given the tight 
timescales and known problems. Whilst it was the intention that the current manual 
work arounds in the payroll system would be addressed as part of this Upgrade, 
the Upgrade Board decision has been to delay this to the 2nd phase in early 2018 
as this inclusion would derail the timescales for the Upgrade. Additionally the 
decision was taken that the required HR improvements and improved user 
experience aspects of the system would not be addressed as part of this Upgrade. 
 
The Council's governance arrangements included assurance by Internal Audit and 
Capgemini who were asked to provide independent delivery assurance, focussing 
on the implementation and likely outcomes. This work was completed in 
September 2017. Capgemini concluded that although some lessons had been 
learnt from the historical issues that occurred during the original implementation, 
there were a number of improvements that could be made around governance and 
management of the project many of which were already on track.  Internal Audit 
has confirmed that the majority of the findings have been addressed or are 
currently in progress.  
 
The assurance level over the project remains at AMBER given the very tight 
timescales for delivery and achievement of Go-Live by the end of January 2018.  A 
critical period for the project is November and December 2017, and includes the 
satisfactory completion of system, user acceptence testing and the development 
and sign off of the cutover plan to Go-Live (including the accountablity framework 
for the acceptance criteria sign off).  
 
We can confirm that payroll parallel runs have been by and large successful,  
which is encouraging.   
 
The Council also has a reliable contingency plan in place for payroll in the event of 
a no go-live decision. This contingency plan will need to be invoked in mid 
December 2017 and is a key decision for the Project Executive and the Corporate 
Management Board. 
 
Improvement to the Control Environment for Payroll 
 
As a result of prioritising Serco resources onto the Upgrade Project, the Council 
agreed that Serco delay the system improvement projects that were informed by 
the Internal Audit payroll reports. Whilst a risk management decision, the Council 
had been assured by Serco that there were sufficient manual workarounds in place 
to mitigate risk to the current known payroll issues. 
 
Essential planning work for improvements including payroll system and process 
improvements continues with governance arrangements through the HR and 
Payroll Portfolio Board. Agresso resources will be reallocated to the 
implementation of these projects at the point at which the Upgrade work is 
completed; this is expected to be end January 2018. There is an LCC/Serco  
payroll workshop scheduled in January 2018 to re-establish the formal governance 
by LCC regarding the Action Plan and business case to deliver improvements. A 
formal update on the Audit Action Plan to the Committee will follow in March 2018. 
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 Pay Statements 
 
The project aims to identify payment errors since April 2015 and provide assurance 
that these have been corrected. This is a complex project and it is anticipated that 
the validation will be completed by March 2018. This project is governed by the 
Council through a fortnightly Board which was established in June 2017 which 
includes the Head of LCC Audit, LCC's Operations and Financial Advice Manager 
and chaired by the Service Manager – People. 
 

Conclusion
It is disappointing to report to the Audit Committee that there remains significant 
work to do to improve the control environment of the payroll system and validate 
the completeness and accuracy of the payroll payments.  The conclusion from the 
LCC Client is that, whilst improved, the financial control environment of payroll 
remains weak - this is being mitigated to some extent by the pay statement 
project - but we are unlikely to see the improvement actions required until March 
2018.  Internal Audit Assurance level for 2017 remains Low - they will continue to 
work with us to provide advice on the adequacy of controls.  The Internal Audit 
report with action plan and update on the payroll control environment will be 
presented to the Audit Committee in March 2018. 
 
Consultation 

 
 

 
 

 

 

a)  Have Risks and Impact Analysis been carried out?? 

No 

b)  Risks and Impact Analysis 

Any changes to services, policies and projects are subject to an Equality Impact 
Analysis.  The considerations of the contents and subsequent decisions are all 
taken with regard to existing policies. 

 

 
Appendices 

 

These are listed below and attached at the back of the report 

Appendix A N/A 

 
Background Papers 
 

Document title Where the document can be viewed 

Internal Audit Report 
2016 

Internal Audit Office 

 
This report was written by Fiona Thompson, who can be contacted on 01522 
552207 or fiona.thompson@lincolnshire.gov.uk. 
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Regulatory and Other Committee 

 

Open Report on behalf of Richard Wills, Executive Director Environment 
and Economy 

 

Report to: Audit Committee 

Date: 27 November 2017 

Subject: 
Annual Report on Corporate Complaints and 
Compliments  

Decision Reference:   Key decision? No   

Summary:  

This report provides an update on actions derived from the October 2015 review 
recommendations and presented in the July 2016 Audit Committee Report and 
Service data on complaints and compliments, which includes a description of 
performance, and what the data is telling us.  Overall there has been significant 
improvement, with further improvements anticipated once the LAGAN system is 
implemented. 

 
 

Recommendation(s): 

That Audit Committee notes and where needed makes comment on the data, 
the progress made. 

 

 
Background 

 

Audit Committee received a report in July 2016 providing an update on the outcome of the 

Corporate Complaints and Compliments Review of October 2015 (a set of 

recommendations and indicators that emerged from the review are available in Appendix 

A).  This report provides an update on actions undertaken in the last year and information 

on complaints performance indicators. 

 

Update on Actions  

 

Facilitated by the Community Engagement Team, three working groups have been 

meeting to address the outstanding actions.  The groups include Service Area leads with 

particular responsibility and expertise, and the Customer Relationship and Complaints 

Manager (Serco). 

 

 The Data Group's role was to oversee the creation of a single database where all 

complaints and compliments data would be logged, held and reported from.  

Delivery of this action was dependent upon the LAGAN system.  However, 

corporately there have been delays with this system.  In the meantime, all data has 

been captured manually, with some elements reportable from IMP. Serco will 
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confirm project lead for LAGAN development by November 2017, after which 

Service Area leads will review and update their reporting requirements as part of 

the LAGAN project development plan. 

 

 The Training Group's role was to develop an e-learning and face-to-face training 

package to ensure officers dealing with complaints adhere to the new Policy and 

Procedures.  To date, 100 employees have completed the e-learning package.  It 

was agreed by CMB that face-to-face training would be offered to those directly 

managing and handling complaints; 79 employees have completed the course with 

feedback suggesting that it was highly relevant.     

 

 The Quality Assurance Group meets quarterly on an ongoing basis to identify 

what is working well for customers and the organisation, and what is not.  Each 

quarter a redacted 10% sample of complaints from across the organisation is 

examined with a short report produced by the chair to be shared with DMTs for 

learning and development purposes. There have been clear examples of excellent, 

good and occasional poor practice and the second quarter's samples showed a 

marked improvement on the first, reflecting improvements made within Service 

Areas.  

 

Data 

Below is a summary narrative followed by information on data collated: 

 

 Highways and Planning received the greatest number of complaints with 

'Roadworks and Potholes' the main reason.  Of 157 unsubstantiated Highways 

complaints across the year, 70 related to the Council's Part Street Lighting policy.   

 

 Environment & Planning complaint numbers were relatively small and decreased 

through the year.  The vast majority related to Environmental Management rather 

than Planning and those were largely due to Policy.  Very few complaints overall 

were upheld.   

 

 Public Protection and Communities complaints were mostly in relation to 

Registration, Celebratory and Coroners Services, followed by Libraries and 

Heritage and some for Trading Standards. 

 

 Children's complaints were mostly in relation to Schools; complainants are directed 

to the schools' own complaint procedure and/or the Secretary of State for 

Education.  The remainder are effectively statutory complaints and processed 

under a separate procedure. 

 

 For Adult Care the number of complaints last year was lower than the previous 

year and represented less than 2% of the total of 12,200 adults who received 

support during the year. The most common reason for complaining related to 

delays in service; action taken since has led to a reduction in the number of people 

waiting to a level that is less than half that of a year ago.  New recording and 

reporting systems have been developed for 2017/18 to allow for greater insight and 
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understanding and for early intervention regarding any emerging trends or themes.  

This information is collated and regularly presented to the Quality and 

Safeguarding Board.  Commercial  and Quality Teams continue to work with social 

care providers to ensure the quality of provision remains high, through the Contract 

Management Framework and by revised planned  customer surveys; both building 

on improved ways of engaging with people and reporting findings. 

 

 The LGO report is based on 'Complaints and Enquiries' and may, therefore, not be 

an accurate representation.  Contacts with LGO, which are considered complaints, 

do not mean that our own Complaints procedures had been exhausted at that point 

in time.  

 

Reviewing the Local Government Ombudsman's (LGO) annual letters on 

complaints from the last three years, there appears to be little significant change in 

the statistics.  The Ombudsman's own reporting letter framework has changed 

each year between 2015-17, making it more difficult to 'read across' for trend 

changes between years.  The Ombudsman acknowledges that some complaints 

may never have come to a local authority, which would have given them an 

opportunity to respond to some complaints earlier.   

 

 

Complaints Data /figures 

Performance Indicator data is provided below: 

i. Total Number of Complaints 
 

The tables below provide the figures for all complaints across the Council by 
quarter and totals.  They indicate an increase of 18% for Corporate complaints and 
a 12% decrease in Children's/Adults complaints. 

 
To note: Highways and Planning received 18 complaints in Q3 of 2015/16 and 56 in 
2016/17.  Therefore, it could be concluded that the Part Street Lighting Policy 
impacted upon this increase.   
 

2016/17 Corporate Adults Children's TOTAL 

Q1 77 59 32 168 

Q2 55 51 26 132 

Q3 73 34 33 142 

Q4 76 50 36 162 

TOTAL 281 194 127 602 

 

2015/16 Corporate Adults Children's TOTAL 

Q1 52 36 44 132 

Q2 64 75 39 178 

Q3 48 103 26 177 

Q4 67 79 50 196 

TOTAL 231 293 159 683 
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ii. Percentage of Complaints responded to within one working day.  
 

The table below provides a snapshot of the percentage of complaints (combined 

corporate and statutory) that were responded to against the new indicator of 

''responding within one working day' (the previous indicator had been within 5 

working days).  This suggests a consistently high compliance rate. 

 

Q1 Q2 Q3 Q4 

97.84 98.28 96.73 95.62 
 

iii. Percentage of responses given within agreed timescale (LCC and Serco 
responsibility) 

 
Total number of complaints received:  

 

 Q1 77, 4 corporate complaints resolved outside of 10 business days (5%, 
which means 95% compliance with above indicator) 

  Q2 55, 8 corporate complaints resolved outside of 10 business days (14.5%, 
which means 85.5% compliance) 

  Q3 73, 6 corporate complaints resolved outside of 10 business days (9%, 
which means 91% compliance) 

  Q4 76, 1 corporate complaint resolved outside of 10 business days (1%, which 
means 99% compliance) 

 
iv. Total number of repeat (same issue) complaints.  

 

No information collated to date.  The Data group is exploring how this can be 

measured within the development of LAGAN to enable meaningful figures to be 

reported on. 

 

v. Total number of cases closed within 10 working days  
 

2016/17 Q1  Q2  Q3  Q4  
C/A = Children's/Adults Corp C/A Corp C/A Corp C/A Corp C/A 

Substantiated 3 17 5 18 7 8 5 8 

Partly substantiated 20 28 11 9 14 15 15 21 

Unsubstantiated 52 30 39 35 52 19 56 30 

Total Corporate figures for the year - Substantiated 20; Partly Substantiated 60; 
Unsubstantiated 199. 

 
vi. Total number of cases resolved and closed within agreed timescale  

 

 Total number of cases resolved and closed at Stage 1 – Please refer to points 
'i'  and  'ii' above 

 Total number of cases resolved and closed at Stage 2  
 

 Q1 Q2 Q3 Q4 

Stage 2 18 7 8 2 
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vii. Total number of unresolved open cases outside timescale (includes Stage 1 and 
Stage 2) 

 

Figures provided at 'vi' above show those acknowledged and closed within time 
scales. The information in IMP identifies when the complaint is closed on the 
system not when it was responded to; this could lead to a misinterpretation of 
performance. Addressing this will be explored as part of the Data Group work 
developing LAGAN. 

 

viii. Total number of cases referred to the Local Government Ombudsman (LGO).   
 

The LGO report is based on 'Complaints and Enquiries' and may, therefore, not be 

an accurate representation.  Contacts with LGO, which are considered complaints, 

do not mean that our own Complaints procedures had been exhausted at that point 

in time.  Total complaints received by LGO have remained consistent across the 

three years - 80 in 2017, 81 in 2015 and 2016.  For all years the highest number of 

LGO complaints relate to statutory Adults and Children's services. Of the detailed 

investigations carried out by the LGO 44% were upheld.   

 

The LGO state 'The number of remedied complaints may not equal the number of 

upheld complaints.  This is because while we may uphold a complaint because we 

find fault, we may not always find grounds to say that fault caused injustice that 

ought to be remedied 

Year 
Adult 
Care 

Corporate & 
Other 

Services 

Education & 
Children's 
Services 

Environment 
Services 

Highways & 
Transport 

Planning & 
Development 

Other TOTAL 

2015 23 5 38 6 5 4 Not 
recorded 

81 

2016 36 2 28 3 9 2 1 80 

2017 37 4 27 2 10 0 0 80 

 

Year 
Incomplete 

or Invalid 

Advice 

Given 

Referred 

back for 

Local 

Resolution 

Closed 

after Initial 

Enquiries 

Detailed 

Investigations 

Not Upheld 

Detailed 

Investigations 

Upheld 

Uphold 

Rate 
TOTAL 

2015 2 0 37 15 15 10 40% 79 

2016 6 1 38 14 13 9 41% 81 

2017 2 0 26 24 18 14 44% 84 

Of those Detailed Investigations Upheld, Complaints Remedied 
 

Year By LGO 

Satisfactorily by Local 

Authority before LGO 

involvement 

2015 Not recorded Not recorded 

2016 8 0 

2017 12 1 
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ix. Main Issue complained about in 'case closed' and 'cases open'. 
 

Each Directorate provides a comprehensive report on these points to their quarterly 

scrutiny committees. 

 

x. Percentage of feedback/lessons learned documentation completed  
 
The following table illustrates the feedback forms completed for Adults/Children's.  

All Corporate complaints are held on IMP and cases cannot be closed without 

mandatory feedback information, it can therefore be assumed that all feedback 

forms have been completed.  As part of LAGAN development we will ensure that 

this feedback process is undertaken consistently across all service areas. 

 

2016/17 Complaints Feedback % 

Q1 91 75 82.4 

Q2 77 62 80.5 

Q3 67 42 62.7 

Q4 86 59 68.6 

TOTAL 321 238 74.1 

 

 

Conclusion 
 

There has been significant progress since the last Audit report with the Quality 

Assurance Group providing clear evidence for Service Area leads to address any 

particularly concerns and to share broader learning at SMT/DMT level to help identify 

improvement work.  This will continue and should contribute to improved performance. 

The development and delivery of LAGAN will be a further positive step resulting in a 

consistency of reporting including thematic trend analysis to all committees.  

 

The data collated shows that there has been significant progress made.  Whilst there 

have been increases in some areas, this can be explained, for example the increase in 

Corporate Complaints which may be a result of the Part Night Street Lighting Policy. 

There has been a decrease in complaints to Children and Adults Services and a high 

compliance rate against the new 'one-day response' indicator. Whilst there was a dip in 

Quarter 2 in 'responses within the agreed timescale', this was recovered in Quarter 3 

and reached 99% compliance in Quarter 4.  Fewer complaints are reaching stage 2. Of 

279 Corporate (non-statutory service) complaints dealt with, 199 were found to be 

unsubstantiated.  The percentage of feedback forms completed by Children and Adults 

Services reduced over the four Quarters.  This is being addressed by Complaints 

Leads in these Services as a matter of urgency and will be addressed through LAGAN 

development.  Finally, the annual LGO letters to the Chief Executive show little 

variance for the period 2015-17 inclusive.  However, as mentioned above, the LGO 

letter is based on 'Complaints and Enquiries' and may, therefore, not be an accurate 

representation.   
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Consultation 

 
 

 
 

 
 

a)  Have Risks and Impact Analysis been carried out?? 

Yes 

b)  Risks and Impact Analysis 

EIA carried out on 10 August 2016 and is currently under review, available at 
www.lincolnshire.gov.uk/complaints 
Few potentially adverse impacts were identified.  Mitigating factors for these have 
been actioned and include; ensuring that there is a choice to engage with a 
same-gender complaints officer; easy-read versions of the policy, procedure and 
'how to complain' documents be made available; that translated or alternative 
format versions be made available by request; that the public has the opportunity 
to engage by letter, telephone or on-line. 

 

 
Appendices 

 

These are listed below and attached at the back of the report 

Appendix A Indicators and actions agreed - extract from Audit Committee 
Report July 2016 

 
 

Background Papers 
 
There are no background papers in connection with this report. 
 
 
 
 
This report was written by Colin Hopkirk, who can be contacted on 01522 550795 
or colin.hopkirk@lincolnshire.gov.uk. 
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Regulatory and Other Committee 

 

Open Report on behalf of Tony Hill 

 

Report to: Audit Committee 

Date: 18 July 2016 

Subject: Corporate Complaints and Compliments  

Decision Reference:   Key decision? No   

Summary:  

The report is in response to the request from this commmittee to provide an 
annual report reviewing the effectiveness of the Council's complaints and 
compliments process.  
 
It explains that an annual report cannot be provided at this time as a new 
process of capturing data has been developed in response to the Corporate 
Complaints Review which took place last year.  Lincolnshire County Council 
Complaints Review was presented to CMB in October 2015 CMB.  One of the 
four objectives of the review was to look at ways to gather better data to 
improve intelligence and help shape services. To address the recommendations 
identified in the review a Working Group was set up in February 2016.  The 
group has produced a new Corporate Complaints and Compliments Policy and 
supporting Procedure (endorsed by CMB in May) and has developed a list of 
indicators to support data collection and further actions as proposed in this 
report. 

 
 

Recommendation(s): 

That Audit Committee support the proposed indicators and the follow-on actions 
required to be undertaken by the Corporate Complaints and Compliments 
Working Group. 

 

 
Background
 
This report is in response to the request from this committee to provide an annual 
report reviewing the effectiveness of the Council's complaints and compliments 
process, including how well the Council has dealt with complaints as demonstrated 
by the Local Government Ombudsman's report. 
 
The 2015 Review of the Council's approach to managing complaints (both statutory 
& corporate) identified that data quality is a problem due to service areas dealing 
with complaints and compliments locally rather than logging them centrally. It also 
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questioned whether customer intelligence was being used effectively to shape and 
improve services through reporting and discussion within service areas.   
 
A Corporate Complaints and Compliments Working Group was set up in February 
201to address all the recommendations made as part of the review and a new 
Corporate Complaints and Compliments Policy and supporting Corporate 
Complaints and Compliments Procedure was approved by CMB in May of this 
year.   
 
The review recommendations in relation to data collection and audit were: 

All complaints to be held on one IT system  To allow staff to view a record of 
all customer feedback 

 To facilitate enforcement of 
single points of contact in certain 
cases 

 To facilitate better reporting 

Workflow to be revisited rather than simply 
lifted from IMP 

 To ensure the process is fit for 
purpose 

Quarterly feedback reports to be sent to 
Directors – including detail of where fault 
has been found, trends etc. 

To ensure good data is available to 
Directors 

Customer feedback to be included as a 
standing item at DMTs 

To ensure learning is fed back into 
the area,  and customer intelligence 
is used effectively in service 
planning 

Quarterly complaints reports to be sent to 
CMB  

To ensure learning is shared across 
the organisation 
To assist CMB in their strategic 
leadership of the system 

 
The working group discussed the above recommendations and identified that, in 
order to ensure information is used effectively to improve services, the following 
indicators be proposed for the revised system and actions be taken forward: 

1. Total number of cases 
 

2. Percentage of complaints acknowledged within one working day  
 

3. Percentage of responses given within agreed timescale (both LCC and Serco 
responsibility as not all complaint responses go through Serco) 

4. Total number of repeat (same issue) complaints - discussions currently 
taking place between LCC and Serco around responsibility of putting 
together thematic trend analysis. 
 

5. Total number of cases closed within 10 working days  
o Total number of closed cases Upheld (stating reason) 
o Total number of closed cases Partially Upheld (stating reason) 
o Total number of closed cases Not Upheld (stating reason) 

 
6. Total number of cases resolved and closed within agreed timescale 
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o Total number of cases resolved and closed at Stage 1  
o Total number of cases resolved and closed at Stage 2  

 
7. Total number of unresolved open cases  outside timescale 

o Total number of unresolved open cases at Stage 1(stating reason)  
o Total number of unresolved open cases at Stage 2 (stating reason) 

 
8. Total number of cases referred (eg Local Government Ombudsman) – we 

will not always be aware when this happens so, this may be difficult to 
capture 
 

9. Main issue complained about in cases closed 
 

10. Main issue complained about in cases open 
 

11. Percentage of feedback/lessons learned documentation completed  
 

Actions to be taken forward by the Corporate Complaints & Compliments Working 
group: 

 To develop and agree a centrally maintained tracking system and process to 

ensure consistent capture and analysis of data (including identification of 

themes within and across service areas) on complaints and compliments  

 To agree roles and responsibilities for service areas and Serco, in the 

provision and collation of data as listed above (to include whether CSC data 

reports go to service area for them to say what changes they have made 

ahead of presentation to Scrutiny or CMB) 

 To agree process for presenting a quarterly complaints & compliments 

report (including suggested improvements) to DMTs and for DMTs to clearly 

identify and relay actions resulting from discussion on report to service 

areas 

 To agree process for presenting a quarterly complaints & compliments 

report to CMB identifying service area themes and corporate themes, 

lessons learned and improvements made 

 To consider the  formation of a joint working group (service areas and 

Serco) that would meet on a quarterly basis to look at sample of complaints 

and track lessons learned 

 

Quality Assurance 
Quality Assurance across various CSC services is undertaken against the CSC 
Specification; this will include sampling complaint acknowledgements and 
responses issued by the CSC.  The quarterly working group would also undertake 
quality assurance of complaint responses (including complainant satisfaction) from 
LCC and the effectiveness of the process. 
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Conclusion
There is still work to be undertaken to take the proposed indicators forward and to 
develop the process.  Advice and suggestions from Audit Committee can be 
presented to the Working Group to include as part of their next stage discussions.
 
Consultation 

 
 

 
 

 
 

a)  Policy Proofing Actions Required 

An Equality Impact Assessment (EIA) was presented to CMB, with the new 
Corporate Complaints and Compliments Policy and its supporting Corporate 
Complaints and Compliments Procedure.  The EIA is a living document that is 
being revised as supporting documents,  for example, leaflets are being 
developed. 

 

 
 

Background Papers 
 
The following background papers as defined in the Local Government Act 1972 
were relied upon in the writing of this report. 
 

Document title Where the document can be viewed 

Lincolnshire County 
Council Complaints 
Review (confidential) 

 

 
 
 
This report was written by Bev Finnegan, who can be contacted on 01522 550516 
or bev.finnegan@lincolnshire.gov.uk. 
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Regulatory and Other Committee 

 
 

Open Report on behalf of Pete Moore, Executive Director (Finance & Public 
Protection) 

 

Report to: Audit Committee 
 

Date: 27 November 2017 
 

Subject: Counter Fraud Progress Report to 30 September 2017 
 

 

Summary: 
 

This  report  provides  an  update  on  our  fraud  investigation  activities  and 
information on progress made against our Counter Fraud Work Plan 2017/18. 

 

 
Recommendation(s): 

 

To note the outcomes of our counter fraud work and identify any actions it 
requires. 

 

 
Background 

 

 
 

1. This report provides an update on the progress made against the Counter 
Fraud Work Plan 2071/18, including our investigation activities.  Details can be 
found in Appendix A, including: 

 
 Key messages 

 Proactive work 

 Investigations 

 Progress against plan 

 Other matters of interest 

 
Conclusion 

 
2. We are making good progress against the work plan for 2017/18. We have 

completed a key priority within the plan – the update of the Fraud Risk Register. 
This has provided us with a more informed and accurate picture of how the 
authority is managing the fraud risks it faces. It has allowed us to highlight 
fraud risk categories where priority counter fraud work needs to be delivered 
and will also drive longer term planning. 

 
3. We have received 6 fraud referrals since April 2017 – this is a reduction on the 

amount of cases reported at this stage in 2016/17, however, the matters 
reported are more complex therefore requiring more in terms of investigation 
resource. We currently have 9 live cases and have concluded enquiries in 2 
investigations in 2017/18 to date. Our investigation caseload could impact on 
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resources available to deliver out pro-active work although we are 
actively managing the situation to limit any effect. More information 
on investigation activity can be found on pages 8 to 9. 

 
4. 2017/18 has been a successful period in terms of amounts recovered – 

over 
£124k in the year to date. £112k has been recouped as part of 
investigations into current cases and a further £12k from our analysis of 
data matches provided in National Fraud Initiative (NFI) reports.  This 
process takes place every two years and we have almost completed our 
enquiries for this exercise – again, the amount of overpayments 
recovered represent an increase on the previous process. 

 
5. This progress report is designed to provide the Committee with assurance 

that: 
 

 the Council's Counter Fraud arrangements are effective 
 

 progress has been made against the annual Counter Fraud Work Plan 

 
 the Council responds to the fraud risks that it faces, 

assessing and prioritising those where risks are considered 
to be high 

 

 
 

Consultation 
 
 

a) Policy Proofing Actions Required 
 

N/A 
 
 

 
Appendices 

 
These are listed below and attached at the back of the report 

Appendix A Counter Fraud Progress Report 
 
 

Background Papers 
 

No background papers within Section 100D of the Local Government Act 
1972 were used in the preparation of this report. 

 
 
 
 

This report was written by Lucy Pledge, who can be contacted on 01522-
553692 or lucy.pledge@lincolnshire.gov.uk. 
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                                                                                   What we do best ….               

                                                                
                                                      

 

                                                                                                                                                                                                                                   

                                                                                                                                                                                

Unrivalled best value to our customers 
             Existing strong regional public sector partnership 
Auditors with the knowledge and expertise to get the job done 
     Already working extensively with the not-for-profit and third 

    sector 

….. And what sets us apart 
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For all your assurance needs 

 Innovative assurance services 
               Specialists at internal audit 
Comprehensive risk management 

        Experts in countering fraud 
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The contacts at Assurance Lincolnshire 
for this report are: 
 
Lucy Pledge 
Audit and Risk Manager 
01522 553692 
Lucy.pledge@lincolnshire.gov.uk 

 
Dianne Downs 
Team Leader 
01522 553682 
Dianne.downs@lincolnshire.gov.uk 
 
Matt Drury 
Principal Investigator 
01522 553690 

matt.drury@lincolnshire.gov.uk 

   

                  
 

 
 

 
 
 

  

 
 

 
 

  
  
  
  

This report has been prepared solely for the use of Members and Management of Lincolnshire County Council.  Details may be made available to specified 
external organisations, including external auditors, but otherwise the report should not be used or referred to in whole or in part without prior consent.  No 
responsibility to any third party is accepted as the report has not been prepared, and is not intended for any other purpose. 
 
 The matters raised in this report are only those that came to our attention during the course of our work – there may be issues that we are not aware of 
because they did not form part of our work programme, were excluded from the scope of individual engagements or were not bought to our attention.  The 
opinion is based solely the work undertaken as part of the agreed counter fraud plan. 
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Key messages 
 
Proactive work 
  
1. We are making progress against our 2017/18 Counter Fraud Work 

Plan.  Areas where particular headway has been made include: 

 The refresh of the Fraud Risk Register is now complete and was 

noted by Audit Committee.  This was a key priority and will guide 

future planning of counter fraud activity.  The work required 

extensive research and has helped the council to gain a clearer 

and improved understanding of the fraud risks it faces 

 Pro-active reviews of schools and procurement fraud have 

commenced – these were confirmed as priority areas during the 

risk assessment process 

 We are close to completing our review of matches identified by 

the National Fraud Initiative 2016/17 exercise.  This has been a 

productive process with over £48k in recoveries made across a 

range of reports 

2. We are working to develop our knowledge and understanding of the 

cyber fraud threat.  This is an emerging and rapidly evolving danger 

to local authorities and was identified as the highest rated category 

in the recent review of fraud risks. 

 

3.  While the number of referrals received in 2017/18 is lower than those 

received in the previous year, the live cases currently being 

investigated have tended to be complex in nature requiring more in 

terms of investigation.  However, this has not yet impacted on work 

included in the Counter Fraud Work Plan where good progress 

continues to be made.  

 

4. The Lincolnshire Counter Fraud Partnership's (LCFP) arrangement 

continues to make efficient use of the limited counter fraud 

resources within the Lincolnshire local authorities.  Extensive and 

varied communication channels have been used to promote fraud 

awareness among a wide audience and increased whistleblowing 

traffic is evidence that this is working well.  Project savings further 

support achievements made. 
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Investigations 
 

5.  We have received 6 suspected fraud referrals since April 2017: 

 5 of these are current live cases 

 1 case has been closed during 2017/18 – preliminary enquiries 

were made although no evidence of fraud was identified and  

issues were resolved through management action 

                                            

6. At this stage in 2016/17, we had received 13 referrals for 

investigation – this was somewhat of an anomaly and, while the 

number of cases received to date in 2017/18 has reduced, it is more 

in line with expectations from previous year's records.  We continue 

to undertake investigations into potential fraud issues at schools and 

procurement fraud cases remain prominent (as demonstrated by the 

charts in Figures 1 and 2).  

 

7. In accordance with the Council's zero tolerance stance on fraud, we 

continue to treat all fraud referrals seriously and apply the maximum 

sanctions where possible.  From the referrals made in 2017/18 we 

have referred 1 case to Action Fraud and are about to refer another 

investigation to Lincolnshire Police.  We already have a further 3 

cases with the police – therefore, 5 cases currently being considered 

with a view to pursuing criminal sanctions. 

 
 
 
 
 
 

Figure 1 

 
Figure 2 

 

33% 

33% 

16.50% 

16.50% 

School fund or budget

Procurement fraud

False accounting

Recruitment fraud

Fraud referrals 2017/18 (to date) 

31% 

13% 

13% 

19% 

6% 

6% 

6% 
6% School fund or budget

False accounting

Payroll fraud

Procurement fraud

Misuse of assets

Theft

Insurance fraud

Expenses fraud

Fraud referrals 2016/17 
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Counter Fraud Proactive Work 
 

Fraud Awareness 
   

8. Efforts to build understanding of fraud risks and indicators have 

continued in 2017/18.  Better knowledge and awareness should 

have the long term benefit of making the Council more resilient to 

fraud.  A counter fraud culture depends on stakeholders at all levels 

playing a part to prevent and detect fraud. 

 

9 A key development in 2017/18 has been the development and roll 

out of a Fraud Awareness e-learning course.  This package includes 

sections on understanding fraud as well as steps to prevent and 

detect fraud.  The key issue that fraud prevention is everybody's 

responsibility is also covered.  We have actively monitored the 'take 

up' results of the course and are pleased with the level of 

participation – over 500 officers have completed it.   

 
10. Targeting awareness at specific groups on the fraud risks they face  

is an important part of pro-active work.  An example is our recent 

delivery of sessions to School Business Managers and 

Headteachers to help build awareness of fraud that can occur in the 

school environment.  We have found this to be a growing area of 

fraud activity in recent years and are responding to that.  We have 

produced a communications plan for further work aimed at schools 

in 2017/18 - this will include regular briefings on specific fraud risks 

and working closely with relevant teams to identify potential fraud 

'red flags' or indicators. 

 

11. We have recently commenced a proactive exercise on procurement 

fraud – this remains the largest single area of fraud loss within local 

government.  A major element of this work will be to improve 

awareness of the risks involved.  We are collaborating with the 

council's Commercial Team to include fraud awareness material 

within their staff training sessions and plan to identify high risk 

contract areas for further work.  

 

National Fraud Initiative 2016/17 
 
12. We have almost completed the review of the data matches produced 

from our participation in the National Fraud Initiative 2016/17.  This 

has been a successful process with over £48k of recoveries made to 

date.  This represents an increase on the amounts identified in the 

previous two exercises.   

 

13. The majority of recoveries (£35.7k) related to payments continuing 

to be made to care homes after the resident's death.  Similarly, we 

have identified several cases where pension payments appear to 

have continued after the pensioner has deceased. The value of 

these cases is over £17k and we continue to pursue them.  

 

14.  We found and instigated recovery of a further £12.30k in duplicate 

payments made.  We used our data analysis skills to compare 

duplicate payments made since the introduction of Agresso with 

potential matches identified in the NFI process.  This helped us find 

several payments not previously captured.  This demonstrates how 

we can add value through embracing modern technology 

techniques to aid our response to fraud.  
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Targeted Pro-active Exercises 
 
15.  As noted in paragraph 11, we are in the early stages of an exercise 

to proactively prevent and detect procurement fraud.  This has long 

been held nationally as a notoriously difficult area to tackle – 

estimates of fraud loss are high yet detection rates are low.  We will 

be combining increased efforts to improve awareness of fraud risks 

within the procurement and contract management cycles with use of 

data analysis techniques to identify contracts or areas where the 

threat of fraud is raised.   

 

16.  Proactive work to prevent and detect fraud in schools has also 

begun.  The vast majority of schools are well run with robust 

controls in place to stop fraud.  However, our statistics demonstrate 

that fraud issues consistently arise in schools in any given year.  

We will be communicating with schools on a regular basis to ensure 

awareness of risks and that indicators of fraud are recognised.  We 

intend to tailor our fraud messages at a range of stakeholders 

including Administrators and Business Managers, Headteachers 

and Governing Bodies.  

17. Both fraud categories above were identified as priority areas for 

action in the recent update of the Fraud Risk Register.  Social care 

related fraud was also identified and we aim to start delivering work 

in this area in Quarter 4 of 2017/18.  

 

 

Lincolnshire Counter Fraud Partnership 

18. Assurance Lincolnshire, on behalf of the Lincolnshire Counter Fraud 

Partnership (LCFP), continues to co-ordinate the response of 

Lincolnshire local authorities in tackling high-risk areas of fraud 

against the councils.  The group has now been extended to include 

representatives from the Police and Crime Commissioner (PCC) for 

Lincolnshire and Lincolnshire Police.  All partners have contributed 

to LCFP's funding in 2017/18. 

 

19. Areas of progress in 2017/18 include:  

 

 development of e-learning and sharing with district partners to 

enable them to training their employees.  Positive feedback has 

been received and staff have found the course interesting and 

informative.  The course is increasing counter fraud knowledge 

 

 successful delivery of the Council Tax Reduction (CTR) 

exercise1 which identified revenue of around £500k2 from CTR 

fraud & error.   The approach will be rolled out across the other 

districts in 2018/19 – the estimated net revenue gain is £724k 

 
 delivery of housing tenancy fraud briefing to encourage districts 

with housing stock to participate in a housing tenancy fraud data 

check  

                                                           
1
 CTR pilot involved Boston Borough Council in collaboration with Capacitygrid 

2
 CTR overpayments £181k, housing benefit overpayments £224k and subsidy / 

funding implications £93k   
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 working collaboratively with Procurement Lincolnshire to embed 

counter fraud messages in planned procurement training 

scheduled being rolled out – see paragraph 15 

 

 LCFP part funded a resource to deliver a pilot scheme to expand 

the National Non Domestic Rate base. The project identified 

potential missing & undervalued properties.  Savings are 

estimated at £151k and the NNDR base was increased by £409k 

 

20. LCFP priority work during the remainder of 2017/18 includes delivery 

of regular communications with stakeholders aimed at building an 

anti-fraud culture.  Follow up Fraud Health Check reviews will also 

be performed to evaluate the counter fraud measures in place 

against best practice.   

 

Investigations 
 
21.  The Council currently has 2 fraud cases with the Police: 

 

 2 x potential Fraud by Abuse of Position (value estimated at 

£30k) 

 

The matter was reported to us in August 2016 and continues to 

be investigated.  The allegations relate to possible fraudulent 

diversion of funds and failure to declare interests 

 

 1 x potential fraud within a school (value estimated at 

approximately £27k) 

 

Disciplinary and criminal investigations are currently running in 

parallel for this case.  Issues under investigation include potential 

payroll and expenses fraud, also misuse of the school's 

procurement card 

We have also referred a further case involving misuse of a 

procurement card to Action Fraud (the national reporting centre for 

fraud and cybercrime in the UK). We will be referring a case 

involving potential fraud by a contractor against the Council.   

22. From the 6 suspected fraud referrals received since April 2017, 1 

case has been closed following preliminary enquiries only: 

 Management of service user funds – management action has 

been taken to resolve the issues identified 

 

 A further case brought forward from 2016/17 resulted in a 15 

month custodial sentence being given to perpetrator at Lincoln 

Crown Court in June 2017.  This issue involved an employee of 

a Council partner and was valued at £39k.  We are working in 

conjunction with Legal Services Lincolnshire to secure recovery 

of losses.  

 

23. We are currently working on 9 live fraud cases.  In addition to the 

cases noted in paragraph 21 we are investigating:   

  School admissions issue 
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  Possible issues around tendering exercise 

 Potential recruitment fraud 

 Allegation of potentially fraudulent behaviour by contractor 

 

24.  We are very encouraged by the level of recoveries we have made 

so far in 2017/18.  We have helped secure £124,358 since April 

2017 – this represents a significant increase on recoveries made in 

recent years (please refer to Figure 3).  Funds recovered include: 

 

 £89,872 from a contractor under investigation 

 £22,118 repaid by an individual in relation to a case currently 

being investigated 

 £12,368 from duplicate payments made in error – identified 

through National Fraud Initiative reports 

 

 
Figure 3 
 

We have also identified potential further recoveries of around £60k on 3 

cases currently under investigation.  

 

Progress against plan 
 
25. The Counter Fraud Work Plan (pages 10 - 15) provides summary  

information on progress against planned work – much of this is 

ongoing but good progress is being made.  

 

Other matters of interest 

CIPFA Fraud and Corruption Tracker 

26.  We participated in the annual survey conducted by CIPFA.  We 

provide data on our counter fraud activity and priorities on an 

annual basis and are awaiting CIPFA to release its report detailing 

the outcomes from the review.  

          

Midlands Fraud Group 

27.  We led a meeting of the Midland Counties Fraud Group in July 

2017.  This group now includes officers from 16 local authorities 

across the region.  The meeting was highly productive and we are 

now conducting a fraud investigation as a direct result of 

intelligence shared.  We have also led on developing a shared 

resource where group members can access fraud intelligence and 

information, policy documents and case studies.  We hope to build 

on relationships developed with other authorities within the group by 

exploring potential areas for collaboration on counter fraud issues.   
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Counter Fraud Plan 2017/18     

       

Specific step  
(from CIPFA Code of 
Practice) 

Nature of work         Indicative Scope Days Status 

A1 - Acknowledge the threat of 
fraud and corruption 
 
A2 - Acknowledge the 
importance of a culture that is 
resilient to the threats of fraud 
and corruption 
 
A3 - Governing Body 
acknowledges its responsibility 
for the management of its 
fraud and corruption risks 
 
A4 - Governing Body sets a 
specific goal of ensuring and 
maintaining its resilience to 
fraud and corruption 

 

 Engagement and 
training 

 Fraud awareness 

 Website updates 

 Response to the 
Home Office 
Report on Serious 
and Organised 
Crime 

 Launch and 
promotion of e-
learning package 
(in conjunction with 
Lincolnshire 
Counter Fraud 
Partnership) 

 

Briefing sessions – training for 
members, management and staff 
(general and specific fraud areas), 
including induction training for new 
members 
 
Annual Plan for Counter Fraud activity 
to Audit Committee 
 
 
Continued development of fraud 
resilience through the Lincolnshire 
Counter Fraud Partnership (LCFP)  
 
Roll out of new fraud  e-learning 
module  
 
Promotion and publicity through a  
'fraud awareness fortnight' 
 
Updates, risks, results and information 
(various publications and channels) 
 
Response to Serious Organised Crime 
Pilot Project across Lincolnshire  

 Briefing sessions delivered 
to school staff – October 
2017. Fraud risk briefings 
delivered to DMT's 
 
 
Annual Counter Fraud Work 
Plan presented – June 
2017 
 
Ongoing 
 
 
 
Delivered – April 2017 
 
 
 
 
 
Various communications 
during 2017/18 
 
Checklist reviewed and 
details shared – April 2017 

 

Days (8%) 
 

62  
B1 - Fraud risks are routinely  Research and Participation in Midlands Fraud Group,  Ongoing throughout 
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Counter Fraud Plan 2017/18     

considered as part of risk 
management arrangements 
 
B2 - The organisation identifies 
the risks of fraud and 
corruption 
 
B3 - The organisation 
publishes estimates of fraud 
loss to aid evaluation of fraud 
risk exposures 
 
B4 – The organisation 
evaluates the harm to its aims 
and objectives     

intelligence 
gathering to 
highlight emerging 
risks 

 Benchmarking 
activity 

 Update fraud risk 
profile 

Analysis and 
publication of fraud 
losses 

work with TEICCAF advisory group, 
CIPFA Counter Fraud Centre, follow 
up of NAFN alerts and horizon 
scanning for legislative relevant 
changes 
 
Review and update of the Council's 
Fraud Risk register. 
 
 
 
Participation in CIPFA Fraud and 
Corruption Tracker (CFaCT) Annual 
Survey 
 
Annual and progress reports of 
counter fraud activity to Audit 
Committee 
 
 
Data analysis & risk assessment: 

 for counter fraud proactive 
exercises 

 to support key control and 
continuous testing 

 
 
Update responses to the LCC Fraud 
Health Check. 

2017/18 (including Midlands 
Fraud Group meeting in 
July 2017) 
 
 
 
Review completed and 
presented to Audit 
Committee – September 
2017 
 
Details submitted – June 
2017 
 
 
Annual report presented in 
July 2017 & Progress 
Report presented in 
November 2017 
 
Work commenced on 
proactive exercises in 
October 2017 
Data analysis for 
continuous testing from 
June 2017 
 
Due in Quarter 4 (2017/18) 
 

 

Days (4%) 
 

35  
C1 - Governing Body formally 
adopts a counter fraud and 

 Counter Fraud 
Strategy 

Continue to develop Counter Fraud 
Strategy  Review started in Quarter 2 
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Counter Fraud Plan 2017/18     

corruption strategy to address 
identified risks 
 
C2 - Strategy includes the 
organisation's use of joint 
working or partnership 
approaches 
 
C3 - The strategy includes 
both proactive and responsive 
approaches: 
 
Proactive action: 

 Develop counter fraud 
culture 

 Prevent fraud through 
implementation of robust 
internal controls 

 Use of techniques such as 
data matching 

 Deterring fraud attempts by 
publicising the 
organisation's anti-fraud 
and corruption stance and 
the actions it takes against 
fraudsters 

Responsive action: 

 Detecting fraud through 
data and intelligence 
analysis 

 Implementing effective 
whistleblowing 
arrangements  

 Review and refresh 
policy documents 

 

 
Review and updates of Policies 
including: 

 Counter Fraud Policy  

 Fraud Response Plan 

 Fraud Communication Strategy  

 Money Laundering Policy (ML) 

 Investigation Practice Notes  
 
Activity planning of pro-active counter 
fraud work - response to risk 
assessment and data analytics. 

 

 

 

Scheduled for Quarter 2 

Scheduled for Quarter 2 

Scheduled for Quarter 4 

Scheduled for Quarter 4 

Scheduled for Quarter 2 

 

Risk assessment completed 

and priority areas identified 

– September 2017 
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Counter Fraud Plan 2017/18     

 Investigating fraud referrals 

 Applying sanctions and 
seeking redress  

 

Days (7%) 
 

52  
D1 - Annual assessment 
whether level of resource 
invested to countering fraud 
and corruption is proportionate 
to the level of risk 
 
D2 - The organisation utilises 
an appropriate mix of 
experienced and skilled staff 
 
D3 - The organisation grants 
counter fraud staff unhindered 
access to its employees 
 
D4 - The organisation has 
protocols in place to facilitate 
joint working and data and 
intelligence sharing    

 

 Lincolnshire 
Counter Fraud 
Partnership 

 Midlands Fraud 
Group 

 Collaboration with 
and support to 
Internal Auditors at 
Assurance 
Lincolnshire 

 Manage pool of 
Conduct 
Investigators 

 

Fraud advice across LCC services 
areas and to strategic partners.  
 
Management of Lincolnshire 
Authorities Whistleblowing Facility. 
 
Development of internal data analytics 
capability – system upgrade and  
training   
 
Response to Serious Organised Crime 
Pilot Project across Lincolnshire  
 
Use of pooled funding from 
Lincolnshire's District Councils and 
Lincolnshire Police Contribution for 
provision of support to Lincolnshire 
Counter Fraud Partnership   
 
Delivery of LCFP partnership meetings  
x 3 
 
 
Engagement with national and regional 
best practice groups including co-
ordination of Midland Fraud Group 
meetings 
 

 Delivered throughout 
2017/18 
 
Delivered throughout 
2017/18 
 
Scheduled for Quarter 3 
(2017/18) 
 
 
Checklist reviewed and 
details shared – April 2017 
 
Delivered throughout 
2017/18 
 

 
 
Quarter 1 delivered and 

further scheduled for 

Quarters 3 & 4 

 
MFG meeting hosted in July  
2017/18 
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Counter Fraud Plan 2017/18     

 

Days (7%) 
 

60  
E1 - The organisation has put 
in place a policy framework 
which supports the 
implementation of the Counter 
Fraud Strategy 
 
E2 - Plans and operations are 
aligned to the strategy 
 
E3 - Making effective use of 
initiatives to detect and prevent 
fraud, such as data matching 
or intelligence sharing 
 
E4 - Providing for independent 
assurance over fraud risk 
management, strategy and 
activities 
 
E5 - Report to the Governing 
Body at least annually on 
performance against the 
counter fraud strategy and the 
effectiveness of the strategy. 
Conclusions are featured 
within the Annual Governance 
report   
 
* Note also Specific Step – C3 

 Response to 
National Fraud 
Initiative 2016/17 
results 

 Proactive counter 
fraud exercises 

 Data analysis 

 Investigations – 
whistleblowing 
referrals 

 Investigations – 
fraud 

 Applications of 
sanctions  

 Seeking redress  

 Advice  

 Promotion of 
counter fraud 
activity 

 Organisational 
learning 

 Reports to Audit 
Committee 

 

Analysis of data matches identified 
through National Fraud Initiative 
2016/17 
 
Proactive counter fraud exercises: 

 Procurement fraud (specific 
areas) 

 Schools 
 
Investigations arising from 
whistleblowing reports and frauds 
identified 
 
Production of management reports 
and action plans to aid organizational 
learning – investigation outcomes and 
learning points 
 
Applications of sanctions – civil, 
disciplinary and criminal  
 
Seeking redress where successful 
prosecutions are achieved 
 
Promotion and publicity work through 
various media channels including 
production of a new fraud awareness 
leaflet for distribution 
 
Provision of advice on fraud risks and 
mitigating controls 

 Reviewed throughout 
2017/18 to date 
 
 
Reviews – commenced in 
Quarter 3 
 
 
 
Delivered throughout 
2017/18 
 
 
Delivered throughout 
2017/18 
 
 
 
Delivered throughout 
2017/18 
 
Delivered throughout 
2017/18 
 
Delivered throughout 
2017/18 
 
 
 
Delivered throughout 
2017/18 
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Counter Fraud Plan 2017/18     

 
Promotion of fraud prevention 
measures 
 
Production of progress and annual 
counter fraud and whistleblowing 
reports to the Audit Committee 

 
Delivered throughout 
2017/18 
 
Annual report presented in 
July 2017 & Progress 
Report presented in 
November 2017 
 

 

Days (54%)   
 

435 
 

TOTAL DAYS ALLOCATED 
 

 

644 
 

Contingency (20%) 
 

 

161 
 

TOTAL PLANNED DAYS COUNTER FRAUD AND INVESTIGATIONS 
 

 

805 
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Regulatory and Other Committee 

 
 

Open Report on behalf of Pete Moore, Executive Director (Finance & Public 
Protection) 

 

Report to: Audit Committee 
 

Date: 27 November 2017 
 

Subject: Whistleblowing Annual Report 2016-17 
 

 

Summary: 
 

This report provides an overview of the Council's whistleblowing arrangements 
throughout the year 2016/17. 

 

 
Recommendation(s): 

 

Items to note: 
 
a) whistleblowing activity for 2016-17 

 
b) ongoing work to raise awareness and provide assurance on the effectiveness 
of the Council's arrangements for whistleblowing 

 

 
Background 

 
1. This report provides a summary and analysis of whistleblowing disclosures 

received by the Council during the period from April 2016 to March 2017. 
Details reported include: 

 
 Whistleblowing activity (analysed by type of issues reported) 

 Referrals made (analysed by Council director area) – to identify any trends 
emerging and to compare with activity from previous years 

 Action taken and outcomes from whistleblowing disclosures including 
learning points 

 Measures taken to ensure the Council's whistleblowing arrangements 
remain effective 

 
Conclusion 

 
2. The number of whistleblowing concerns raised in 2016/17 has remained 

consistent with the previous year although a sharp rise in the number of 
potential fraud issues is noted. We believe that the continued high level of 
disclosures made through the reporting line provides assurance that the 
Council's arrangements remain effective and that whistleblowers continue to 
have confidence in the facility. 

Page 45

Agenda Item 7



  

3. We continue to promote awareness of the Council's Whistleblowing 
arrangements – this can be both general and targeted at specific areas. We 
feel that the level of activity (reports) demonstrates that the council is effective 
in communicating its message to encourage whistleblowing and that the 
supporting arrangements in place are effective. 

 
Consultation 

 
 

a) Policy Proofing Actions Required 
 

n/a 
 
 

 
Appendices 

 
These are listed below and attached at the back of the report 

Appendix A Whistleblowing Annual Report 2016-17 
 
 

Background Papers 
 

No background papers within Section 100D of the Local Government Act 1972 
were used in the preparation of this report. 

 
 
 
 

This report was written by Lucy Pledge, who can be contacted on 01522-553692 or 
lucy.pledge@lincolnshire.gov.uk. 
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                                                                                   What we do best ….               

                                                                
                                                      

 

                                                                                                                                                                                                                                   

                                                                                                                                                                                

Unrivalled best value to our customers 
             Existing strong regional public sector partnership 
Auditors with the knowledge and expertise to get the job done 
     Already working extensively with the not-for-profit and third 

    sector 

….. And what sets us apart 
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For all your assurance needs 

 Innovative assurance services 
               Specialists at internal audit 
Comprehensive risk management 

        Experts in countering fraud 
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The contacts at Assurance Lincolnshire 
for this report are: 
 
Lucy Pledge 
Audit and Risk Manager 
01522 553692 
Lucy.pledge@lincolnshire.gov.uk 

 
Dianne Downs 
Team Leader 
01522 553682 
Dianne.Downs@lincolnshire.gov.uk 

 
Matt Drury 
Principal Investigator 
01522 553690 

matt.drury@lincolnshire.gov.uk 

   
                  

 

 
 
 

 
 
 

 

  
Key Messages 
 
Whistleblowing disclosures                       4-6 
 
Organisational Learning                        6 

4 

 
Promoting of Whistleblowing                      7 
Arrangements 
 

 

  
  
  
  

This report has been prepared solely for the use of Members and Management of Lincolnshire County Council.  Details may be made available to specified 
external organisations, including external auditors, but otherwise the report should not be used or referred to in whole or in part without prior consent.  No 
responsibility to any third party is accepted as the report has not been prepared, and is not intended for any other purpose. 
 
 The matters raised in this report are only those that came to our attention during the course of our work – there may be issues that we are not aware of 
because they did not form part of our work programme, were excluded from the scope of individual engagements or were not bought to our attention.  The 
opinion is based solely the work undertaken as part of the agreed counter fraud plan. 

 

Contents 

4 
 

4-6 
 

6 
 

7 
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Key Messages 
  
1. The number of contacts we received through our whistleblowing 

facility in 2016/17 remained consistent with the results from the 

previous year.  29 referrals were received in 2016/17 in comparison 

with 30 disclosures in 2015/16.  

 

2. The provision of effective whistleblowing arrangements are a key 

element in the council's response in maintaining good governance.  

Hence, our continued efforts to promote the whistleblowing facility 

and encourage reporting of concerns about wrongdoing.    

 

3. The Council's Whistleblowing Policy was updated in November 2016 

and we issued communications through various media channels to 

support that.  We believe that the results identified within this report 

demonstrate that stakeholders continue to have faith in the Council's 

arrangements for whistleblowing and are prepared to raise their 

concerns.  A further update is due in 2017/18.   

 

4. We believe that these factors demonstrate the continued 

effectiveness of the Council's whistleblowing arrangements. 

 

Whistleblowing disclosures 2016/17 
 
5. During 2016/17 we received 29 whistleblowing disclosures.  All 

disclosures were made through the Council’s dedicated 

whistleblowing facility (options include the telephone hotline, e mail 

or PO Box address).  The majority of whistleblowers (69%) had 

sufficient confidence in the process to provide their identity. This is 

consistent with results from previous years and provides another 

source of assurance on the effectiveness of our service.  

 

6. The analysis below shows the type and number of disclosures 

received over the last 4 years: 

 

 
 

7. It is encouraging that 2016/17 saw a decrease in cases of bullying 

and harassment being reported.  Referrals of safeguarding and 

misconduct issues also reduced during the year while disclosures 

made on breaches of policy and procedure remained constant.  

0

2

4

6

8
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2013/14 2014/15 2015/16 2016/17

Financial
(including fraud)
Political

Policy breach

Bullying and
harassment
Misconduct

Safeguarding

Analysis of 
disclosures - 

type and 
number 
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8. However, it is clear that the proportion of potential fraud cases has continued to increase – 11 of the 29 (38%) referrals made in 2016/17 were in 

this category.  We feel that this is a direct result of our increased and wide ranging efforts to promote awareness of fraud and how concerns can be 

reported.   

 

9. Continuing the pattern noted in 2015/16, the main areas of concerns reported during 2016/17 were financial issues (including possible fraud) and 

alleged breaches of policies and procedures.  

 

10. The charts below provides an analysis of contact made across Council Director areas:  

 
 

11. The highest number of whistleblowing disclosures (15) relate to Children’s Services – this continues the trend identified in previous years (see also 

2015/16 disclosures).  The overall proportion of calls for this Director area has fallen from 64% to 52% although reports concerning schools have 

remained at a consistent level.  An increase in the number of calls relating to the Finance & Public Protection director area is noted – although there 

is no obvious pattern as disclosures were wide ranging - from insurance to issues around property.  We have responded to this through delivery of 

fraud awareness sessions to Directorate Management and Finance teams and liaison with the Council's Commercial Team.   

52% 

17% 

7% 

14% 

10% 
Public Health

Childrens Services

Finance & Public
Protection

Environment &
Economy

Adult Care

External

Whistleblowing disclosures by director area - 2016/17 

64% 

3% 

7% 

23% 

3% Public Health

Childrens Services

Finance & Public
Protection

Environment & Economy

Adult Care

External

Whistleblowing disclosures by director area - 2015/16 
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12. The table below shows how we dealt with the concerns raised during  

2016/17:  

 

13. The majority of disclosures made resulted in no further action being 

taken or it was possible for the issues to be resolved through 

management action.  11 cases (38%) required either preliminary 

enquiries or a full independent investigation by the Council’s 

Investigation Team – this proportion is consistent with results 

recorded in previous years.  The 6 referrals that did progress to full 

investigations ranged from conduct issues, breaches of policy and 

procedure and fraud.  The remaining cases were resolved through 

provision of advice or reports being referred to external agencies to 

investigate.  

 

14. Investigation outcomes: 

 
The six referrals formally investigated resulted in 3 separate cases. 

The outcomes were: 

 

 1 case – management action 

 1 case – ongoing disciplinary action in parallel with police 

investigation 

 1 case - ongoing formal investigation to establish whether 

evidence of fraud  

 

Organisational Learning 

15. Action Plans continue to be produced on the completion of any 

formal investigation.  The actions are agreed and responsibility is 

designated to individuals or groups to ensure that the 

recommendations are implemented.  This is designed to ensure that 

learning points are highlighted and acted upon with a view to 

preventing similar issues arising in future.   

 

 

 

 

 

 

 

 

 

0 2 4 6 8 10

Advice

Independent
investigation

Preliminary enquiries

Resolved by
management

No further action

External investigation Advice

Independent
investigation

Preliminary enquiries

Resolved by management

No further action

External investigation
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Promotion of Whistleblowing Arrangements 

16. Promoting awareness of the Council's arrangements for 

whistleblowing is an ongoing task.  We continue to ensure that 

promotional material and displays are refreshed and try to ensure 

Council premises are covered to ensure both staff and public have 

access and are engaged.    

 

17. As noted within paragraph 11, the number of whistleblowing 

concerns relating to schools is historically high.  We are currently 

working with schools on a project aimed at preventing and detecting 

fraud – a key part of that work is to communicate how concerns can 

be reported through whistleblowing.  We recognise that staff may be 

reluctant to raise issues within the school environment so it is 

important to ensure awareness of the alternative options available to 

them to express their concerns.  We continue to work closely with 

the Executive Director of Children’s Services to ensure that 

individual matters are addressed and any trends reported and acted 

upon.  

 

18. The Counter Fraud and Investigation Team also operate the fraud 

reporting hotline on behalf of all local authorities within Lincolnshire.   

The number of disclosures received in 2016/17 continued at a high 

level, increasing from 82 to 90 reports – an 8% rise in overall 

whistleblowing traffic on 2015/16.  We believe that our continued 

promotion of fraud awareness and methods to report fraud is a key 

factor in ensuring that a high profile is maintained and that 

stakeholders feel confident that action will be taken in response to 

concerns being reported. 
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Regulatory and Other Committee 
 
 

Open Report on behalf of Pete Moore - Executive Director 

 
Report to: Audit Committee 

 

Date: 27 November 2017 
 

Subject: Work Plan 
 

 

Summary: 
 

This report provides the Committee with information on the core assurance 
activities currently scheduled for the 2017/18 work plan. 

 

 
Recommendation(s): 

 

1. Review and amend the Audit Committee's work plan ensuring it contains the 
assurance areas necessary to approve the Annual Governance Statement 2017 

 
2. Consider the actions identified in the Action Plan 

 

 
Background 

 
The work plan has been compiled based on the core assurance activities of the 
Committee as set out in its terms of reference and best practice (see Appendix A – 
work plan to 31 March 2018). 

 

 
 

Conclusion 
 

 
 

The work plan helps the Audit Committee effectively deliver its terms of reference 
and keeps track of areas where it requires further work and/or assurance. 

 

 
 

Consultation 
 
 

a) Have Risks and Impact Analysis been carried out?? 
 

No 

 
b) Risks and Impact Analysis 

 
Any changes to services, policies and projects are subject to an Equality Impact 
Analysis.  The considerations of the contents and subsequent decisions are all 
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takien with regard to existing policies 
 
 

Appendices 

 
These are listed below and attached at the back of the report 

Appendix A Work plan to 31 March 2018 

Appendix B Action plan 
 
 

Background Papers 
 
 
 
 

Document title Where the document can be viewed 

N/A  
 

 
 
 

This report was written by Lucy Pledge, who can be contacted on 01522 553692 or 
lucy.pledge@lincolnshire.gov.uk. 
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Appendix A 

 

Audit Committee Work Plan – 2017/18 
 

27 November 2017 
 

 
Assurances Required/Being Sought 

 

Relevancy – Terms of Reference 

Core Business 
 

  

Payroll update Ensure management action taken has improved 
controls / manage risks identified in the Agresso 
payroll system. 
 

To consider a report from internal audit on agreed 
recommendations not implemented within a 
reasonable timescale 
 

Annual Report reviewing the effectiveness of the 
Council's complaints and compliments process, 
including how well the Council has dealt with 
complaints as demonstrated by the Local 
Government Ombudsman's Report.    

That the Council's process and procedures for 
dealing with complaints and compliments is 
effective. 

Whether the council is compliant with its own and 
other published standards and controls. 

Counter Fraud Progress Report and Policy reviews 
 

Confirm that the Council's counter fraud activity is 
targeted and effective. 
 
Ensure that appropriate progress is being made on 
the delivery of the Counter Fraud plan. 
 
Ensure that lessons have been learnt – understand 
fraud risks facing the Council and actions being 
taken to reduce the risk 
 

To monitor Council policies on confidential reporting 
code, anti-fraud and anti-corruption policy and the 
Council's compalints process 

Whistleblowing Annual Report 
 

Provide the Committee with an overview of the 
Council's whistleblowing arrangements throughout 
the year 2017/18 
 

To meet the Committee's Regulatory Frameworks 
requirement to monitor the Council's confidential 
reporting policy. 

Other Assurance 
 

  

   

 
29 January 2018 

26 March 2018 25 June 2018 

Internal Audit Progress Report Internal Audit Progress Report Review of draft Annual Report on the work of the 
Audit Committee 
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Audit Committee Work Plan – 2017/18 
 

External Audit Progress Report External audit Plan 2017/18 Internal Audit Progress Report 

Risk Management Progress Report External Audit Progress Report External Audit Progress Report 

        Draft Internal Audit Plan 2018/19 Draft Counter Fraud Work Plan. 

  Draft Annual Governance Statement 2018 

  Draft Statement of Accounts 2016/17. 

   

   

   

Other Assurance 
Combined Assurance Status Reports 

Other Assurance 
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Appendix B 

 

 
Audit Committee Action Plan 2017/18 

 

 
Action 

 
Terms of Reference Outcome Key Delivery Activities When 

1. 1. Clarify who should attend the Audit 
Committee and expectations on the 
information being presented. 

 

Ensure that relevant and focussed reports 
are presented.  Provide more certainty that 
assurance is relevant and reliable  
 
Promote constructive challenge during 
meetings 
 
Strengthen accountability arrangements and 
the effectiveness of the Audit Committee  

Develop reporting protocol  
 
 
 
 
 
 
 

30th 
September 
2016 
Revised to 31st 
December 
2016 
 

2. Develop Action plan following self- 
assessment workshop considering the 
following: 
 

Improve effectiveness of the committee Work with Councillor 
Development Group to 
develop a person spec with 
key attributes for people on 
an Audit Committee 
 
New Committee members 
appointed – work with new 
Committee to draw up a 
training and development 
plan. 
 

31st 
January 2018 
 

Recruit an additional 
'independent' member 

30th June 2017 
Still ongoing 

Deliver risk management 
training and awareness for 
members and staff. 

Agreed in 
development 
plan 
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Audit Committee Action Plan 2017/18 

 
 

Ensure that there is a 
private meeting with 
External Auditor at least 
once a year. 
 

Agreed will 
take place in 
January 2018 

End of meeting debrief / 
lunch  
 

Chairman to 
arrange as 
required 

Briefing /  update on key 
risks between meetings 
 

Noted 

Arrange informal meeting 
with CMB 

Completed – 
formal meeting 
agreed 
Chairman – 
January 2017 

 

Potential Agenda Items 

Governance and Control of Trading Companies 

Records Management – social care case files 

County Farms 

Joint Commissioning Board - Partnerships 

Reviewing and encouraging transparency in partnership decision making 

Understand and seek assurance over the governance and risks associated with our key partners  -via Combined Assurance Status 
Reports  

Compliance with the Transparency Code 
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Good practice guide
  

Cyber and information security

Cyber security and  
information risk guidance  
for Audit Committees

SEPTEMBER 2017
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Our vision is to help the nation spend wisely.

Our public audit perspective helps Parliament hold 
government to account and improve public services.

The National Audit Office scrutinises public spending for Parliament and is independent 
of government. The Comptroller and Auditor General (C&AG), Sir Amyas Morse KCB, 
is an Officer of the House of Commons and leads the NAO. The C&AG certifies the 
accounts of all government departments and many other public sector bodies. He has 
statutory authority to examine and report to Parliament on whether departments and 
the bodies they fund have used their resources efficiently, effectively, and with economy. 
Our studies evaluate the value for money of public spending, nationally and locally. 
Our recommendations and reports on good practice help government improve public 
services, and our work led to audited savings of £734 million in 2016.
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This report can be found on the  
National Audit Office website at  
www.nao.org.uk

For further information about the 
National Audit Office please contact:

National Audit Office 
Press Office 
157–197 Buckingham Palace Road 
Victoria 
London 
SW1W 9SP

Tel: 020 7798 7400

Enquiries: www.nao.org.uk/contact-us

Website: www.nao.org.uk

Twitter: @NAOorguk

Contents

1 Introduction 4

2 Our guidance 6

3 High-level questions 7

4 More detailed areas to explore 9

5 Additional questions 12

6 Further resources 14

Links to external websites were valid at the time of 
publication of this report. The National Audit Office 
is not responsible for the future validity of the links.
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4 Cyber security and information risk guidance for Audit Committees

1 Introduction

Our interactions with audit committees across the public sector suggest that, alongside 
rising awareness of the risks associated with cyber security, there is still considerable 
uncertainty about how committees can best exercise their responsibilities in this area. 
We have therefore produced this guidance to help them consider the issues involved 
and structure their discussions with management representatives. 

Why this issue requires attention

Information is a critical business asset that is fundamental to the continued delivery 
and operation of any government service. Departments and public bodies must have 
confidence in the confidentiality, integrity and availability of their data. Any personal data 
collected, stored and processed by public bodies are also subject to specific legal and 
regulatory requirements.

Cyber incidents pose an increasing threat to public bodies’ management of their 
information, with hacking, ransomware, cyber fraud and accidental information losses 
all present throughout the public sector. A realistic understanding of cyber issues is 
essential to protecting public services and users, particularly as the drive to making 
public services digital continues. In many organisations, the capability of staff to deal 
with this issue has not kept pace with the risks. 

An additional complexity arises when public bodies need to share data. Organisations 
need to have mutual trust in each other’s ability to keep data secure and take assurance 
from each other’s risk management and information assurance arrangements for this to 
happen successfully. Not getting this right means that either government fails to deliver 
the benefits of joining up services or puts its information at increased risk by sharing it 
across a wider network. 

Why audit committees need to monitor cyber risks

As government’s guidance to audit committees makes clear, cyber security is now an 
area of management activity that audit committees should scrutinise.1 Together with the 
rapidly changing nature of the risk, this means that there is an important role for audit 
committees in understanding whether management is adopting a clear approach, if 
they are complying with their own rules and standards and whether they are adequately 
resourced to carry out these activities.

1 www.gov.uk/government/uploads/system/uploads/attachment_data/file/512760/PU1934_Audit_committee_handbook.pdf
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What we have found through our work

In September 2016, we published our report on Protecting information across 
government.2 The report describes this devolution of the government’s approach to 
cyber and information security and the lack of coherence between the various bodies 
responsible for governance, oversight and incident response. 

In separate pieces of work on digital skills and online fraud, we have also noted the 
considerable challenge the public sector has in recruiting and retaining staff with the 
right experience and the lack of coordination across government and law enforcement 
agencies in dealing with criminal cyber activity.

Through our financial audits we routinely find weaknesses in financial system controls. 
We conducted detailed system audits on 30 bodies in 2017, of which 24 had access 
control weaknesses. We also frequently find issues in system change controls, business 
continuity, and third party oversight.

How government policy has changed in this area 

In the past much of the guidance, governance, mandatory standards and compliance 
regimes were provided by the centre of government. The 2014 Government Security 
Policy framework remains the primary reference point for central government in this area.3 
But the centre of government is increasingly stepping away from prescribing how individual 
departments and bodies should approach cyber risk, believing that each organisation’s 
operating model and risk appetite should drive its own, separate response. 

While this approach gives individual organisations freedom to make decisions, it also 
means that it is their responsibility to make their own assessments of what standards 
or frameworks they wish to adopt. Government has issued various sets of standards or 
guidance, from 10 Steps to Cyber Security, to Cyber Essentials, Get Safe Online and 
Cyber Aware, but has not always made clear who should use which of these. In addition, 
bodies in some sectors, such as defence, have developed specific approaches which 
they use with suppliers. Others are using industry standards such as ISO 27001. 

The newly established National Cyber Security Centre is bringing together some 
guidance and advice, but it often relates to a specific area such as the use of passwords 
or principles for cloud security, rather than providing an overall framework. All of this 
means it is vital for public bodies to decide what overall framework or approach is most 
suitable for them. 

2 www.nao.org.uk/report/protecting-information-across-government/
3 www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/Security_Policy_Framework_-_web_-_

April_2014.pdf
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2 Our guidance

How this guidance links to other standards

We do not wish to add to the problem described above by producing yet another set 
of guidance. The guidance set out in Part 4 is therefore based on the government’s 
10 Steps to cyber security. We have however supplemented it in two ways. Firstly, in this 
section, we have considered some over-arching questions that may help audit committees 
address strategic issues before getting into areas of detail. Secondly, in Part 5, we have 
listed some other challenges not covered by the 10 Steps guidance, to cover newer or 
emerging areas of technology.

What this guidance covers

What we mean by cyber security is the activity required to protect an organisation’s 
computers, networks, software and data from unintended or unauthorized access, 
change or destruction via the internet or other communications systems or technologies. 
Effective cyber security relies on people and management processes as well as 
technical controls. 

Cyber security is part of the wider activity of information security. Information security 
is a broad term that encompasses electronic, physical and behavioural threats to an 
organisation’s systems and data, covering people and processes. Data can of course be 
stored both electronically and physically (e.g. on paper). 

In focusing on cyber security, this guidance largely considers the security of electronic 
data and related processes and transactions. For some organisations with large 
volumes of paper records or which need to secure physical access, however, wider 
information security activity can be just as important to safeguard their operational 
performance or reputation.
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3 High-level questions

In engaging with management to explore the issue of cyber security, audit committees 
may wish to consider various high-level issues first before discussing points of detail 
or technical activity. From our experience of auditing the performance of a number of 
different client bodies, we think the following issues represent a good set of initial topics 
for discussion. 

In each case, we have set out a high level question and some aspects of what a good 
answer might look like, although these may vary by organisation. Overall, management 
should be able to describe a balanced approach which considers people (culture, 
behaviours, and skills), process, technology and governance to ensure a flexible and 
resilient information and cyber security response.

a There should be some kind of information security management system in 
place and under active management, covering policy, processes, governance, 
skills and training.

b This might involve formal certification through schemes such as Cyber 
Essentials or ISO 27001. This may have been implemented or certified by 
consultants or specialist bodies from government.

c Boards, working groups and individuals should have been allocated specific 
responsibilities for managing cyber risks.

d There should be plans for resilience and recovery in place and these should be 
exercised regularly. 

e There should be a clear assessment of the potential risk arising from electronic 
links with any supply chain or operational partners.

Has the organisation implemented a formal regime or structured 
approach to cyber security which guides its activities and expenditure?1
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a The board should have discussed its overall approach, based on a clear 
and common understanding of the range of information assets it holds and 
agreeing which of those are critical to the business.

b There should be a clear understanding of the kind of threats and risks 
the organisation actually faces, based on incident reporting and relevant 
performance indicators. 

c The organisation proactively manages cyber risks as an integrated facet of 
broader risk management, including scrutiny of security policies, technical 
activity, information security breach reporting, user education and testing and 
monitoring regimes.

d The organisation may be involved in sector or peer information exchange 
mechanisms to improve its understanding.

How has management decided what risk it will tolerate and how 
does it manage that risk?2

a There is either sufficient staff capability to deal with cyber security issues or 
formal arrangements made to secure this capability from external providers.

b There may be actively managed plans in place for the recruitment and retention 
of staff with specialist security skills.

c There should be clear policies on the handling and storage of data, based on 
relevant legal requirements, such as the General Data Protection Regulation.

d There is training available for all staff to ensure appropriate levels of awareness 
and compliance.

e Testing may be conducted to measure the effectiveness of controls.

Has the organisation identified and deployed the capability it 
needs in this area?3
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4 More detailed areas to explore

The National Cyber Security Centre has identified 10 steps for cyber security to help 
organisations manage cyber risks. Based on these 10 steps we have set out below a 
series of more detailed questions that audit committees may wish to ask management in 
order to gain assurance that effective controls are in place. 

As part of its assessment, audit committees should consider the quality of the evidence 
underpinning the assurances provided by management, including whether there is good 
evidence that the policies and procedures are well designed, consistently implemented, 
and operating effectively with an appropriate compliance regime, in all relevant areas of 
the business.

• Are the governance arrangements for managing information risk based on the 
importance of data?

• Do information professionals liaise with central government, stakeholders and 
suppliers to understand the threat?

• Does senior management understand and engage with risk mitigation 
processes and promote a risk management culture?

Information risk management regime1

• Does a system inventory exist?

• Are security patches applied regularly?

• Are vulnerability scans conducted regularly?

• Is there a minimum defined security requirement included in the baseline build 
for all devices?

• Have higher risk device users (e.g. non-executive board members, temporary 
staff) been identified and managed?

Secure configuration2
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• Is the network perimeter managed?

• Do information professionals identify, group and protect critical business 
systems?

• Are security controls monitored and tested?

Network security3

• Does the organisation have an incident response and disaster recovery 
capability, with suitably trained staff?

• Are there incident management plans and are these tested? 

• Are potential criminal incidents reported to law enforcement bodies and 
relevant data breaches reported to the Information Commissioner’s Office?

Incident management6

• Are there effective account management processes, with limits on 
privileged accounts?

• Are user privileges controlled and monitored on the basis of policies for user 
authentication and access?

• Is access to activity and audit logs controlled? Are these logs reviewed for 
unusual behaviour?

Managing user privileges4

• Does the organisation have security policies covering acceptable and secure 
use of data? 

• Are there grade and role appropriate levels of staff training covering secure 
processes and use of systems?

• Are staff aware of information security and cyber risks?

• Do staff know how to report issues and incidents?

User education and awareness5
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• Are there effective anti-malware defences in place across all business areas?

• Is there regular scanning for malware?

• Are there controls to filter access from web browsers?

• What changes have been made as a result of monitoring results?

Malware protection7

• Is there a monitoring strategy in place for all ICT systems and networks?

• Do logs and other monitoring activities enable the identification of unusual 
activity that could indicate an attack?

• Can logs support investigations by showing who accessed what, when they 
did so and what they did to the information?

Monitoring8

• Is there a policy on the use of removable media (e.g. flash drives)?

• Is data encrypted before storage on removable media?

• Are media scanned for malware before being linked to the system?

Removable media controls9

• Is there a clear policy on mobile working, with associated training?

• Is a secure baseline build applied to all mobile devices?

• Are data protected outside formal work environments, including in transit?

Home and mobile working10
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5 Additional questions

Because technology has developed since the 10 Steps guidance was published and 
continues to evolve, we have added below some additional questions on two critical 
areas which are increasingly having an impact on organisations’ cyber security postures: 
using cloud services and developing new technology or services.

• Has the organisation followed recognised guidance, such as the National 
Cyber Security Centre’s cloud security principles, before committing to using 
cloud services?

• Does the organisation have a strategy for the use of cloud services, based on a 
clear understanding of personal data privacy and consent implications, as well 
as in-depth analysis of how cloud services will interface securely with existing 
services, systems and processes? 

• Has the organisation undertaken due diligence on proposed cloud suppliers? 
This might include assessing: 

• their security accreditation and protocols;

• contract liability for data losses or service unavailability;

• whether they have a reputable in-house security team;

• their approach to proactive testing and historical evidence of how they 
have responded to security issues;

• whether the organisation is allowed to perform its own security testing; and

• the organisation’s ability to retain control of information when leaving the 
cloud provider.

• Has the technical architecture of the system, or the supplier’s system, 
been reviewed by an appropriate security expert, providing an independent 
assessment of the system’s design to ascertain whether the system provides 
a reasonable level of mitigation for potential attacks?

• Where cloud services are already being used, does the organisation have 
processes for checking performance against agreed security practices?

• Are plans to mitigate data loss in place, for example using point-in-time backups?

Using cloud services1
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• Have security considerations been formally assessed as part of new product or 
service development?

• Have decision-makers understood security and risk trade-offs through 
business cases and investment decision processes?

• How far has the organisation relied on others’ research versus its own to 
understand the security of the new technology?

• Are system development activities undertaken in a separate environment 
from live services?

• How has the proposed network been designed to ensure control and, if 
necessary, separation of devices from other parts of the organisation’s network?

Development of new services or technology2
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6 Further resources

Below is a selection of guidance and insights that may be useful. 

Government guidance

1 2014 Government Security Framework:

www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/
Security_Policy_Framework_-_web_-_April_2014.pdf 

2 Cloud guidance:

www.ncsc.gov.uk/guidance/how-confident-can-you-be-cloud-security

www.ncsc.gov.uk/guidance/cloud-security-standards-and-definitions 

3 Security frameworks:

www.ncsc.gov.uk/guidance/summary-risk-methods-and-frameworks 

www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-
framework-021214.pdf

4 Assessment of organisations information security maturity – previously centrally 
mandated but still used by many departments:

www.ncsc.gov.uk/articles/hmg-ia-maturity-model-iamm

www.ncsc.gov.uk/content/files/guidance_files/GPG40%20-%20Information%20
Assurance%20Maturity%20Model%20-%20issue%202.1%20Oct%202015%20
-%20NCSC%20Web.pdf

NAO work on information and cyber security

1 The digital skills gap in government: Survey findings

www.nao.org.uk/report/the-digital-skills-gap-in-government-survey-findings/

2 Protecting Information across government

www.nao.org.uk/report/protecting-information-across-government/

3 Online fraud

www.nao.org.uk/report/online-fraud/
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COUNTY COUNCIL MEETING – 15th September 2017 
 
 
Statement from: Councillor M Hill – Leader of the Council 
 
Finance Matters 
 
 
Revenue Budget and Capital Programme for 2017/18 – Monitoring Report 
 
The first budget monitoring report for the current financial year will be based on the 
position as at 31st August 2017. The report will be presented to the Overview and 
Scrutiny Board at its meeting on 28th September with the report and the comments of 
the Board being considered at the Executive meeting on 3rd October 2017.  
 
Finance Training/Awareness Sessions for Members 
 
Given the relatively large numbers of new members elected to the Council in May this 
year it seems appropriate to run some training/awareness sessions on local 
government finance. There will be two distinct sessions – one in October and one in 
late November or early December. Both sessions will themselves be run in both the 
morning and afternoon of the days in question to allow members to choose the most 
convenient session. The October session will be on the 17th and will be a general 
briefing on the local government finance regime delivered by Ian Fifield from LG 
Futures who is very experienced in delivering such sessions and has been well 
received in the past when delivering such training. The date for the 
November/December session is still being finalised but this will focus on the local 
financial situation. It will look at the overall position and then cover a range of specific 
service related sessions. Members will find these latter sessions of particular value as 
a prelude to the budget setting process for next year. It is hoped that by the time of the 
November/December sessions more information will be available from Government on 
the longer terms picture for local government finance. 
 
Fairer Funding Campaign 
 
Members will have seen from the cover and associated article in the last County News  
following approval from the July Council meeting to launch a campaign for a better 
finding deal for the County. Work has now commenced in earnest. Support has been 
secured already from District and Unitary Council authorities within the Greater 
Lincolnshire area and the Police and Crime Commissioner is also supportive of the 
initiative. Work is ongoing to develop lobbying material and to engage with other 
public, private and voluntary sector colleagues to bring them on board with the 
campaign. A key aspect currently being given consideration is engagement with all 
local Members of Parliament. In that regard a specific set of lobbying material is being 
developed. Members will be kept informed of progress. 
 
Potential Business Rate Pilot Bid  
 
Prior to the recent General Election the Government had set in train a number of 
unitary council based pilot projects to test out the operation of the planned 100% 
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localisation of business rates as a basis of funding local government in future. It was 
expected that post the General Election an invitation would be extended to non-unitary 
areas to submit bids to pilot the regime in two tier areas. Whilst it is now clear there 
will be a delay in implementing 100% localisation, as there is no legislation planned for 
at least two years, there are still signs that the Government may shortly ask for 
expressions of interest for pilot status in two tier areas. The advantage of a pilot is that 
it can result in more business rate income being retained locally where the current 
yield on business rates is above the baseline set by Government. That is the case in 
Lincolnshire and so it has been agreed with District and Unitary Councils within 
Greater Lincolnshire that we should develop a potential bid for pilot status should the 
Government invite such bids later in the autumn. Any bid will require approval by the 
most appropriate member forum prior to its submission. Bids approved to date have 
contained a 'no detriment' clause meaning that no authority participating in a pilot can 
be worse off in a pilot when compared to not being in a pilot. Again, members will be 
kept informed of progress. 
 
External Audit Appointment  
 
Council previously approved the participation of Lincolnshire in a national procurement 
exercise for appointment of new external auditors from 1st April 2018. That exercise 
has now been concluded and the contract for East Midlands local authorities has been 
awarded to Mazars who will replace KPMG. KPMG will, however, still be responsible 
for auditing the 2017/18 financial statements of the Council next summer. 
 
Mazars is a large global audit and accounting firm with over 18,000 professionals in 79 
countries worldwide. In the UK the firm ranks in the top ten with 1,700 employees and 
140 partners working out of 19 offices, and UK fee income in 2016 of £160m.The 
firm’s dedicated public audit team has significant experience in providing external audit 
to public sector bodies. It comprises individuals with experience of auditing councils, 
combined authorities, police bodies, fire and rescue authorities, local government 
pension funds and other public bodies. In addition to a current external audit contract 
originally awarded by the Audit Commission, the firm also has a substantial portfolio of 
NHS audits and is one of the National Audit Office's framework suppliers for central 
government audit.  
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